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1. Objective
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mmsﬁ’umﬂmmﬁ’ﬂmmumﬂme:uuﬁmiﬁhﬂWﬁ'aa;ljmﬁ'quqﬂm (ISMS/PIMS) @190 ALHUN960
dfiRnulfetaminzan
This document guides service providers to comply with Information Security Management System and

Privacy Information Management Systems (ISMS/PIMS) that must operate appropriately.

2. Scope

AReUfIRNURLTATRLAgNRINTA TN RMeEliTN1snEUen

The operating manual covers external service providers operation.

3. Roles and Responsibilities

Role Responsibility
SJQ’LSJ a o a ea 1y o da/
B iLaNNgneuen o SunsuuazduReueugieaiiuil
(Service provider) ® $9uNINI9LsEIRNANNIAEN TN 9ATILNY

® Acknowledge and operate following operating manual.

® Participate in operation risk assessments.

k4 o a

Huszanuaulasanig o lszauauiugiitinisniauen

(Project coordinator) o uiafliitinnenieuenliimauieaiedfuRnuaiuum
® Coordinate with external service providers.

® Notify external service providers about this operating manual.

1% 2 14 o o a a ¥ R v | ° o V) Y A
RN LR ERA TN o Auupdnslunsdintivdieyavizaszuudmiuiliismaniauen
(Data Owner/System Owner) o sinnsilsuidiuanndaslunisatueuaesy Hiiinisniauan
® pAdaLRLANITALTIIUIeEliitTN1sANewen

® Define access rights to information and systems for external

administrators.

® Perform operation risk assessments of outsourced service providers.

® Supervise the operations of external service providers.

4. References
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5. Definition
Vocabulary Meaning
] a o 1Y Yo % a o Y o a o VYo % o A o [

NUIRNIUNEUAN/ UIHNAA ammaﬂgummlmnuumm H?U“]W\?WW%’]?&UUM?@@@W]Q@Q
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Qiﬁﬂinwﬂwuﬂﬂ/ ﬂqﬂmmma iyl QI‘M‘U?HW?MN °] HaT Nne Qiﬁﬂﬁ?ﬂ’]imﬂuﬂn ndauseuy

YAARNEIUEN ansauwmArasBEm Ihiduafinsa viramudyon

(Service provider/Third party) Business Partner, Outsource, Supplier, Service Provider, Consultant, and
External service providers who use the company’s information system from
time to time or according to contract.

UIEMEFUL3Ng 13 T a0ad Ann (11U) uaz/ise 1REdasnaiiunigdineiy

(Service provider) PUNLNIUNNENAN
CP All Public Company Limited and/or subsidiaries that engage with
external agencies.

Removable Media gunsninldiudeyanaunsnindentinald 1w Tape, DVD, Thumb drive,
Flash drive, Hard disk
Portable storage devices such as Tape, DVD, Thumb drive, Flash drive, and
Hard disk.

Mobile Device gunsainansnsndszananauaransnsniadeniingl§ 1w Smartphone, Tablet,
Devices that can be processed and can be moved such as Smartphone
and Tablet.

- - P o

Notebook \AradAaNAARs A NNTa NN LA

Portable computer

6. Guidelines

' v
o Y o A

wieuneuenazfesdumine Wiannsoinweanduaslaeadaaisaunaléne 3 f1u Ae ns

'
al

FnuAINAY (Confidentiality) nnsineAanugnéavianals (Integrity) uaznisinunasuneniay
TN (Availability) sasvisguainnfiayadouyanaliiiumannmue
Third party must comply to maintain information security in all 3 aspects, including Confidentiality,

Integrity, Availability, and sustaining personal data as required.

6.1 Legal practice guidelines and company policy

'
b4 o a o o

o LiUfiiEmungunismiaadesiuszuuisnsdnnisaanusiuaslasadearsaumanazszuy
Uinsdnnisdeyadauyprnanndaninug
e fiasraniunisrauANAUANNLAIaeAT A TN ALATIT UL AN Ty adIuYARAT

o
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Comply with all laws related to Information Security Management System and Privacy Information
Management Systems.
Accept the information security and privacy security control set by CP All Public Company

Limited and its subsidiaries.

6.2 Teleworking policy

v

{ldeuarfiavreeyimaingilszaruassinsanisnewdonnliann Remote Access Hingseuy
arsaume glitEnnsnauenazfinsssydnglseasd 3an19dinde uazaaudngveInIsdintanwldn

(-4 v o a6 ¥ e’/j A ] 3 o 1% 1 a
Aafuszan uazarsiesiinisenl@liidumends vireidutaessazinaidninudouwsinstliiazAanu
N9ERNFITILIANNEUBNLEEN avfiasinianBiunisteensifuas@enser 11en 9 nLEEm

anslunisldau Remote Access el juiRviudansadugnsnussmazliianizflivinisg

UidnHAnsBenfesA@amaanglifitsnisniauen winszuumAanialnefteBEn liiuaN

W@evne annisinla¥a vse Malware Aaniane3 1asannnislia1u Remote Access 1845
Users must request approval from the project coordinator before using remote access to the
information system. External service providers must specify how to access the coordinators and
defined access, which should be approved on a case-by-case basis or for a limited time,

System connection from outside the company, approvals must be processed and connected

The company grants the right to use remote access for temporary work only to external service

i a
aflu
°
Savma ity
°
mauen Wunnsdaasawingi lianunsadneTeusuls
°
WEn1snneuan
°
depending on each case and necessity.
°
through the channels specified by the company only.
°
providers, which cannot be transferable.
°

The company has the right to claim damages from the external service provider. If the company's
computer system is damaged from a computer virus or malware infection due to remote access

from external service providers.

6.3 Computing device and mobile device usage supervision

o fnafudrsesieyaiiieruiFuiing

o finsasellsunsuilasiislosa (Anti-virus) fasie
® §in1914 Software Licenses

o Jumsnisluniatlearugiinend 3

Ny % a ae P
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Internal Use Only — Restricted Circulation Only
2023 CP ALL PUBLIC COMPANY LIMITED. prepared for internal use only

Printed copies of this Document are not controlled and will not be updated.

SUM-GUI-Third Party IT Practical Guideline-1.1

Page 5 of 13



SUM-GUI-Third Party IT Practical Guideline-1.1
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Taavinnnesainainuiineg (Screen Saver) ¥ kdlEeuAuAgn 15 Wi

Backup of data related to service users is provided.

Up-to-date anti-virus program is installed.

Use of software licenses

Measures are in place to protect devices containing customer data from being stolen.

The computer screen must be locked every time and must verify identity before using by setting

Screen Saver if the computer is not in use for more than 15 minutes.

6.4 Guidelines and responsibilities towards the assets used by the service recipient company

nslfeuannnadidnnsating (Use of electronic mail) nnsdsdiayaduyanasiasiniidingia

dl d‘ v o Y U a o|s v v v 1 1 o %
wnansnineadesivdeyadiuyanaliilfjimninglszaieulasanisudcietiunsanin uazsies
#1514 Hardcopy Haangawinnaily
% e v P o o ~ o A A | o 1 A o 2 A gy
Mudliiamedeyadniunisngadfaonu viseNisandn sWaARIUIeEULLTEY (9NDeRN 1 Ty

a «

naigalisianuau o) i anfainau, sendiniaw, 99ia OTP) Hiyaraaulneifinain

al

UfiRnusiesaaiuguaiinulidncindy anugnies uazanundenlduesdeyauesym

o

d
g3uLiang

Use of electronic mail for transmission of personal data must be encrypted.

The project coordinator must strictly follow documents related to personal data with less
hardcopy as necessary.

Disclosing information for authentication purposes is strictly prohibited, also known as company
system password (including any other authentication such as hard tokens, soft tokens, OTPs), to
any other person.

Operators must protect and maintain client company information confidentiality, accuracy, and

availability.

6.5 Information classification policy

Wfumnsduanaunglszauinulasanisiiun

al

Follow the confidentiality specified by the project coordinator.

6.6 Media handling policy

ralldb

nasdnfiuanidessdouyanauarioyandAtyun Media ynadia fesinisdinsialng

al

nn3dnLiy vizedediayania Removable Media Asldginsninaunsnllndenléviseiduglnenil

n13din99i@LLL Full-disk Encryption (FDE)
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Storing files containing personal and sensitive data on all media must be encrypted.

Storage or transferring should perform removable media with a lockable device or Full-disk
Encryption (FDE) device.

Destroying data is needed data deletion that cannot be recovered (Secure delete).

Incoming and outgoing media containing personal and sensitive data must be recorded,

including the type of storage media, authorized sender/recipient, date, time, and the number of

storage media.

6.7 Information system access control policy

nsAlNGILENMsAN2UANARINFEN TN NIRUANSAUATRILTENGF ULFNNS
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O i User ID 39wy
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Authorization)
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" iquld User ID $auriu
In case the service provider wants to access information assets of the service recipient
company.
O Must obtain approval for access to information assets through the project coordinator from

time to time.
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O In case there is any change, the person accessing the information asset must request a
change or cancel the right immediately.
O System access rights must be regularly reviewed.
O Do not share User IDs.
® |n case the service provider is an administrator for the service recipient or the information of
the service recipient company is used.
O There are rules for accessing, using, and editing information according to the user's duties
(Role Base Authorization).
O There is a registration process and withdrawal of the right of access to the system
according to their verification duties.
Access rights are reviewed at least once a year (submit proof of review).
Unauthorized persons are prevented from accessing the internal network of the
organization.
O Password Management
B Setting passwords with hard encryption.
®  The password must be kept confidential from others.
® There is a period to change the password.

® Do not share the User ID

6.8 Physical and environmental security
* nstiviRawdnNUNIRIUFEVESULENNS
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o fevreeyiniadintanindduasauma inun1efiszaiuinulasenisg ivaliinansouneyls
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® NTANLUUINISLTINWN Data center U3aLULEINUNANG Server

'
o o

= 2 d” =
HNIRTNITAILANNITLINDDNNUNAATLY (Server Room)

O o
=~ o o Ao
O UNIURAULYIBLTIDRANWUNNINIU
P~ o & ) =& A A
O  UNITUUNALALATIAAAL Log NITLUNDIWUN
O fnnsRmRs CCTV
@) ﬁm?m%m?ﬁ\‘iL'Jmmmﬂ’mmn@ (Clock Synchronization)
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v v
o

o) ﬁmﬁmmLL@x‘ﬁf@qﬁu@ﬂmmﬁﬂﬁﬂ”ﬁmu@ﬂwﬂmmﬁ”ﬁ (Equipment siting and protection) (111
I was)
O Humsnisnagauuaziingeinwglnsniaduauy (g scuulin wed wWindsa k)
® |n case of having to enter the area of the service recipient company
O Must obtain approval for access to information assets through the project coordinator for
approval from time to time.
O Strictly follow the rules for entering and exiting the area.
® |n case the service provider is an administrator for the service recipient, or the information of
the service recipient company is used.
O There is protection for unauthorized persons entering the area that contains customer
information.
® |n the case of Data center rental or Server space rental
There are measures to control access to essential areas (Server Room).
Permissions are granted to enter and exit work areas.
Area access logs are recorded and examined.
CCTV is installed
There is an international standard time setting check (Clock Synchronization)

Equipment siting and protection (water, electricity, air conditioning) are set up and protected.

© O O O O

There are measures to inspect and maintain supporting equipment (e.g., electrical systems,
air conditioners, and networks).
6.9 Development and Maintenance Policy

® Fasusn Envionment 1N Phase L@wA development, testing, production WALANUUARNENS

\WinDeueaumay Environment

®  {99Hn1313U139ANT Version Control Laz&N5n171dn09994 Source Code

$2
a oa o a

%
®  N1sRRNLUUTTULABIL] TR
Hnnsmageusimuneuldan
An1sANNUARNERIN UAAR/NANAL 993014 Level 189805 (Read only, Update, Delete)
= o K 9 & a %
An19funnniadnne wazidasuulasresiea
a v qy o , A ~a = Vo A
An13udin sz uusiagtinu Secure channel Wintiu (NIMNILULITANARALLATRANLANE1I0LL)

fnaivdnsasiiays

© O O O O

#naifiu Log naudindauaznisnlaauuilasdinya (Activity Log, Access Log, Transaction Log
uaz Security Event Log) Mianunsansaaaaudiauvasls
O #iesau Temp file NtlszunanaiayaiBeuiasudondsannldeiu siasinisniounseunisay

Temp file Ineaunsanssaaaulfidnifass
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e n3lH1AN19AAN9A (Cloud) WaNKNIz UL IT ﬁm&hﬁumimuLLquwnwﬁmmﬁﬂmmﬁmmtﬁ
Wiusnsmanas (Cloud) v y
° ﬁmiﬁﬂmmmummxumﬁwmméw (Penetration Test) ﬁ@uﬁﬁanuu
o vandmanslitieyasiv ((neamzdeyadauyana) inlilunimeagey uazaiiunIA
o fasiinmsenunudiayailimeseumiieusunisniunudeyaielussun euae
O uA™INANLUNIT Test m‘%ﬁhﬁmﬁqmmuﬁmﬁ@ﬁuﬁ
o #Heasndnguliianusansaasyls (%ﬁ’glﬂuéwﬁﬁ, wnasdiaya)
® FEnvironments must be separated according to Phases: development, testing, production, and
set access rights for each environment.
® \/ersion control and source code access rights must be appropriately managed.
® System design must comply with the following requirements:
O Identity verification before use.
O Rights are assigned according to Person/Group, Including Permission Level (Read only,
Update, Delete)
Access logs are maintained. and change of information
Access to the system must be via a secure channel only (in case the system is connected
to a public network).
Backups are kept.
There is a log of access and data change (Activity Log, Access Log, Transaction Log, and
Security Event Log) for retrospective review.
O Temp file that has already processed data must be deleted after use. Temp File deletion
cycles must be set, which can be checked to see if it works.
® |n the case of using cloud services to develop an IT system, the cloud service provider's secure
development guidelines should be applied.
® There is a penetration test to find weaknesses (Penetration Test) before entering the system.
® Avoid using accurate data (especially personal data) used in the test and must proceed as
follows:
O There must be control over the test data like the control over the data in the entire system.
O After completing the test, the data must be deleted immediately.

O There must be evidence that can be verified (name of the approver, data source).

6.10 Patch Management
® in13 Update Patch 88988438

o ins Update Antivirus and Malware Protection AL NANLAND
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finns¥i VA Scan etnatieslay 1 A%

ﬁmiﬁﬁ‘wmmumz?:umﬁ@mqmﬁ@u (Penetration Test) AeudussLL WAzANTEUNYNT
{n133AINEA Log Lﬁfa%uwu,mma‘z:ﬁﬁmﬂﬂﬁfﬂﬂ’]\mﬁﬁmm

Update Patch regularly.

Update Antivirus and Malware Protection regularly.

Perform VA scans at least once a year.

Penetration Test is conducted to find weaknesses before the system is installed and carried out
every year.

Log analysis is regularly performed to find abnormal events.

6.11 Backup Policy

% a o v = v 1 £ =) 09;
Aosduanlunisdrsesdiays uariinisnaaaunis Restore daya atwiiastlas 1 A3 wazaunsn
AaaaLl s

gy

nsdnsesdiayanideyadsuyanafioadnia

Must have a backup plan, and there is a test to restore data at least once a year that can be

checked.

Backups containing personal data must be encrypted.

6.12 Information Transfer Policy

Tnnasdiayaliiyrnsdulagilfiiueyn e
o ) v % aaa v 1%
nsfudediayasiasiiianisliinsaaauls
n3ds Email Ndeyadonyaaasasdauiulnduuy wazdinaia Tnadswa uandyu Email tanans
#n31% Secure Protocol ¥sa Winsvalndlunsdsdioya
Do not send information to other people without their permission.
Data transmission must have a method to be verifiable.

Sending e-mails containing personal information must be sent as an attachment and encrypted

by sending a separate code from the E-mail document.

Secure Protocol or file encryption is used to transmit data.

6.13 Notification of incidents

nsudamenisalillefiawmefaaiuanuiuaslasadaaisaumna nisialua visawmnnisalazidia

fiayadouyAnn AxfiaeaLEuNIAIl

o
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Incident notification when there is an incident related to information security, data leakage, or a
personal data breach must proceed as follows:
® Notification of violations or leakage. Notify the project coordinator or administrator within 30
minutes with at least the following details:
Description of the nature of the violation
Affected data types

Number of data and associated data owners

© O O

Incident duration

O Countermeasures

® As for other unusual events, implement the SLA assigned to the coordinator.

6.14 Processing of personal data
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® No right to send information or disclose it to others. Except with the written permission of the
project coordinator.

® |fthe external service provider considers that the processing may violate the law or the protection
of personal data, they shall suspend the processing and notify the coordinator.

® Shall not process personal data beyond the instructions of the client.

® Do not respond to the exercise of rights of personal data subjects (unless explicitly stated in the
contract) and must notify the data subject that he has no right to process, including forwarding
the request to the project coordinator.

® Must delete, destroy, or return the client upon completion of the intended processing.

® Must delete or destroy personal data from the date of contract termination, except must be kept
according to the regulations of the law.

® The processor must collect evidence (store, use, send, delete) so that the service recipient can
verify that the objectives have been complied with.

® Records of Processing Activities must be maintained.

® Records must be made. When personal information is disclosed to a third party or entity after
obtaining permission from the service recipient.

® [fthe data processor employs an outside agency (subcontractors) processing personal data, the
processor must request approval from the service recipient first.

® When there is a change, the subcontractor must obtain permission from the service recipient

before proceeding.
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